Information Assurance

Service Name: DITSCAP Services

1. Service Description: The Ft Detrick DOIM provides a Certification and
Accreditation service for tenants. For the DoD tenants, the DITSCAP process is
followed. For non-DoD tenants, the process to be followed will vary but the DOIM is
capable of using any Federal agency Certification and Accreditation process.

The service offered will be highly customizable depending on the needs of the tenant
organization. The primary factors that lead to this variability are the tenant’s availability,
willingness, and ability to participate in the process, their budget constraints, and their
knowledge of the Certification and Accreditation process itself.

2. DOIM Responsibilities:

a.

Ensure proper Certification and Accreditation based on systems environment,
sensitivity levels, and security safeguards in accordance with this regulation and
the DODI 5200.40 (DITSCAP).

Provide a certification agent (CA) with installation-wide Appointment Orders. CA
will:

Evaluate the technical and non-technical security features for IA C and A.
Ensure that security testing and evaluation is completed and documented.
Advise the DAA on the use of specific security mechanisms.

Provide Certification and Accreditation documentation to the DAA.

Assess changes in the system, its environment, and operational needs
that could affect the accreditation.

0 Include CSLA personnel as a cryptographic advisor on certification teams.
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Provide written Certification and Accreditation statements (for example, Interim
Approval to Operate/Connect (IATO/IATC)), and formal approval to operate
(ATO) Certification and Accreditation documentation after formal review of SSAA
and Certification and Accreditation documentation.

Provide Phase IV DITSCAP continued information assurance management as
required.

3. Customer Responsibilities:

a.
b.

Provide an inventory of equipment to be included within the DITSCAP boundary.
Provide the final DITSCAP documentation to the DOIM Information Assurance
Manager (IAM), ready for certification, before the system is submitted for
approval to operate.

Identify any activity to which the system will have connectivity requiring a
Security Memorandum of Agreement to operate.

Indicate whether they require life cycle information assurance support, DITSCAP
Phase IV, for their system.

4. Questions/Contact Information: If you have any questions or would like to obtain
this service, please contact your Customer Account Manager (CAM) or check the DOIM



web site at: http://doim.detrick.army.mil. If you do not know your CAM or your
organization does not have a CAM assigned please contact the DOIM Help Desk at
301-619-2049 or via email at: usagdoimhelpdesk@amedd.army.mil.




